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// 1 Why is Ransomware 
important?
Ransomware is one of the biggest threats to contemporary businesses that rely heavily 

on their IT operations.  It has been increasing rapidly during 2020 and is unlikely to 

decrease in 2021.  Nearly 40% of attackers are nation-states rather than traditional 

cyber criminals.

// 2 What is Ransomware?
Ransomware is specialised malware which is designed to either encrypt your data 

(before deleting the original files), exfiltrate your data, or both.  You’re then given a 

chance to prevent the permanent loss of your data, or its unauthorized disclosure, by 

paying a ransom to the anonymous attacker via Bitcoin or similar digital currency.   It’s 

also highly profitable for the criminals who employ it.  A recent case1 based in Bulgaria 

found that an affiliate of the Netwalker ransomware earned $25 million in five months.

1 https://www.bleepingcomputer.com/news/security/us-charges-netwalker-ransomware-affiliate-seizes-ransom-payments/

Task 1: Talk to your Cyber Insurer—find out if your policy covers payment of ransoms, in 

Bitcoin or other currency.  If so, what are the limitations? What does it cost?  Do you have 

the resources? 

According to a recent survey, 51% of US companies were  
attacked with ransomware in the year 2019. Hackers were  

able to encrypt data in 73% of those cases. Only 26% of  
victims who paid the ransom got their data back. 

Half of US companies 
have been hit so far
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// 3 Dealing with 
Ransomware
When prevention fails, mitigation begins.  Let’s review your options and some possible 

attack scenarios after you have been hit by an infestation. 

Did your company already invest in Bitcoin as a precaution?  Does it have a policy with 

a Cyber Insurer which covers such a payment? Are you confident that your insurer 

will cover all the costs without looking for excuses not to pay?  Does your finance 

team know how to perform a Bitcoin transfer, especially in such a way as to support a 

subsequent law enforcement investigation?  What about other crypto “currencies”—

after all, some criminals prefer to use Ethereum, Verge, Monero, Bitcoin Cash and Dash, 

because they may be harder to trace.

Do you trust the criminal not to carry out their threats, even if you pay?  What’s to stop 

them demanding more if you do pay the ransom?  Are you dealing with an “honest” 

criminal?  How can you avoid paying twice?2

1. Pay the ransom

a.  When were your backups last tested?  How often is a backup performed? Can you 

be sure that no important files or data were encrypted and then sent to the backup, 

making them irretrievable? Do you know if any critical systems were accessed 

beyond the primary point of infection, to install back-doors for later access?  Do you 

know how to perform a post-incident security audit?

Task 2: Carry out a restore exercise under controlled conditions.  How long does it take?  

What does it cost?  Do you have the resources? 

b.  How long will a complete recovery take?  Does your Business Continuity Plan have 

the necessary resources to perform a restore?  What will happen to your business 

while in recovery—will you lose money?  What’s the cost of a recovery?

2. Restore from 
backups

2 https://edpo.com/news/weekly-newsletter-1-february-5-february-2021/
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The Criminal threatens to publish all or part of your company’s data. 

What are the ramifications of this?

a. Damage to your reputation

b. Loss of customer confidence

c. Breach of GDPR or similar, with subsequent fines

d. Lawsuit from customers or employees due to damages

e. Advantage to competitors

f. Loss of trade secrets

g. Critical infrastructure could lead to property damage or loss of life3

3. Exfiltration

The latest trend is for attackers to exfiltrate data, then contact the individuals whose 

data has been compromised, and extort them for money with threats of publishing the 

information.  This may include identity data, passwords, medical records or financial 

information, for example.  Of course, this damages the trust relationship between the 

customer and the company, and thus the latter’s reputation.

4. Attacker Contacts 
Individual 
Customers for 
Extortion

In some rare cases, security researchers have found flaws in the key management 

portion of the attacker’s software, which may be used to potentially decrypt the lost 

data.  Not all ransomware developers have equal technical ability.  Some ransomware 

is buggy and can’t decrypt your data even if a ransom is paid.  Others use poor key 

handling and can be decrypted by accidentally storing a copy of the decryption key 

locally.  To be certain, some intensive effort in forensic analysis may be required, which 

is potentially expensive.

5. Decryption Tools

Some malware does more than extort money by holding your data to ransom.  It also 

installs exploitation tools onto infected computers allowing them to be “rented out” 

to other cyber criminals, for example to send spam, host malware or to be made part 

of the Command and Control (C2) infrastructure of a sophisticated malware toolchain.  

Your computer is then turned into an unwitting “mule,” and may be recruited into a 

botnet.

6. Mules and Botnet4 
Recruitment

3 https://www.sueddeutsche.de/gesundheit/krankenhaeuser-duesseldorf-hacker-angriff-ermittlungen-wegen-fahrlaessiger-toetung-dpa.urn-newsml-dpa-

com-20090101-200917-99-598587
4 Botnet is a confederation of computers under the control of a criminal hacker, to be used collectively to carry out DDoS (Distributed Denial of Service) attacks or 

other activities such as sending spam (UCE).
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// 4 Technical and 
Organizational 
Measures to Counter 
Ransomware
Below are some suggested methods5 that may be used for mitigating or preventing the 

threat of ransomware.

Add vulnerability and patching checks to end users, public facing and data centre 

environments, and automate them wherever possible. They should also be incorporated 

into your dev-ops playbooks as new instances are spun out and/or modified. They 

should be incorporated into switch/router and other infrastructure devices as well, since 

we’ve seen a rise in focus here among attackers.

1. Better 
Vulnerability and 
Patching Regimen 

Brute force password cracking is one of the easiest direct assaults seen on end user and 

application environments, yet it’s easy to enforce the use of strong passwords and to 

implement two-factor authentication.

2. Incorporate 
Multi-factor 
Authentication

These can be easily added to overall enterprise security. New attacks often take 

advantage of the user they ride in on. Or they can take advantage of an account that 

should have been used for a specific, scheduled purpose and subsequently deleted. Even 

with administrative accounts, one could easily work with reduced privileges – only 

invoking a higher “sudo” when needed.

3. Privileged 
Accounts and 
Expiration 
Controls

Many attackers take advantage of poor certificate management to propagate across an 

enterprise. By taking better control of certificate management you take away the ability 

of hackers to fool your workloads into trusting them.

4. Certificate 
Management and 
Control

5 Inspired by source: https://www.guardicore.com/blog/ransomware-critical-infrastructure-covid-19-confronting-new-reality-nation-state-threats/
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By better securing DNS, Remote Access, Active Directory and other critical enterprise 

services you prevent attacks from doing major damage.  A regular privilege audit is 

essential to limit the attack surface.

5. Core Service 
Controls

As Zero Trust discusses6, the end of the enterprise edge is nigh. We need to move away 

from the reliance on perimeter firewalls and edge security and instead shore up our 

software-based segmentation throughout our enterprise workflow. With software-

based segmentation, you replace the complexity of VLANs, firewalls and cloud security 

groups with a platform agnostic, simplified, fast and granular method to segment 

across your entire environment. Even when applied sparingly you decrease an attacker’s 

ability to land and even more to move laterally across the environment.

6. Micro-
segmentation 
Practices

This is especially important today when ransomware and nation-state attacks are 

concerned. The ability to restore systems means you avoid costly downtime and restore 

without paying a ransom.

7. Better and More 
Redundant Backup 
and Restore 
Procedures

Do you know what your attack surface is, and do you have a plan to reduce it?8. Reduce Attack 
Surface

Detect malware behaviours, e.g., remote logins, traversal horizontally within a domain, 

large scale deletions of files, etc. 

Task 3: Brainstorm other metrics and tools that may be used to rapidly identify and alert 

on the existence of ransomware & RATs.

9. Early Warning

Rehearse your real-time response to an emerging incident.  This may include urgent 

response, such as disabling network elements, isolating systems, shutting down 

affected servers, etc.

Task 4: Prepare Playbook, Run Simulation & Desktop Exercise

10. Prepare Playbook 
for Emergency 
Response

See https://www.securitymetrics.com/blog/top-10-types-phishing-emails11. Educate yourself 
on Phishing Emails

6 https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-architecture
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Are your mobile providers contracted to protect against SIM compromise? Do your 

employees and consultants know about 2FA8 tricks, such as a MITM attacks?

12. Beware SIM7 swap 
MFA Bypass

Does your company have a stockpile of Bitcoins with which to pay a ransom?  This is a 

good strategy in light of the sustained cost increase of these and other coins.

13. Stockpile Bitcoins

7 SIM is Subscriber Identity Module
8 2FA is Two-Factor Authentication; MFA is Multi-Factor Authentication; MITM is Man-in-the-Middle Attack
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// 5 Communications Plan
An incident triggered by the detection of a serious ransomware infestation has lots of 

moving parts, involving as it does many stakeholders, both internal and external.  Such 

complexity requires careful management of communications, or “comms.”  Who should 

be informed in the event of a successful malware attack?  What is the message you want 

to convey?

Are you ready for handling Public Relations (PR), in particular queries from members 

of the Press?  What will you tell partners or suppliers? Remember, transparency and 

honesty build trust.  While the first instinct is to suppress the information, in the long 

run customers appreciate timely disclosure.

Is there any Personal Data in the breach (remember, non-availability of data due to 

encryption is still a breach, even if it’s not exfiltrated)?  In that case, do you meet the 

tests that require notification to your local Supervisory Authority within 72 hours?

Should you inform Police or other authorities (e.g., Action Fraud in UK, or the 

Information Commissioner’s Office)?

Do you have to inform customers and/or employees whose data has been caught up in 

the breach?  When will you inform them, and how?  Prepare sample comms, and test 

channels.

Prepare a web site to provide information, and a call-centre, chat hub or email team to 

respond to enquiries from concerned customers.  How long will this last?

Establish awareness within your whole company (but especially among the Senior 

Management Team and Board) that it is highly likely (>50%) that ransomware will 

impact on the corporation at some point, and that the company is fully prepared to 

detect, prevent and mitigate that impact.  A virtual team of people expected to be 

involved in the remediation of a serious incident of ransomware should be assembled 

and regularly meet to carry out an exercise at least annually.  Expect to produce a 

quarterly newsletter to distribute to all employees (e.g., using Microsoft Sway), to 

remind them of the risk, and cite examples from other companies who were impacted.

If you establish communications with the attackers, ensure that you carefully log all 

messages and meta-data which might support a subsequent criminal investigation.



WHITE PAPER: HANDLING A RANSOMWARE DATA EXTORTION ATTACK

© Copyright Chaucer 2021 PAGE 10

// 6 Digital Forensics
If you experience a major ransomware incident, one of the first realizations after the 

panic eases is to find out what happened, learn from this, and ensure it doesn’t happen 

again.  Do you have a team of forensic experts on call to find out how your systems 

were compromised, and how to mitigate this?

Are you prepared to capture evidence in the right way to support a possible prosecution?  

This will require skills in properly capturing digital evidence, signing it and preserving 

a chain of custody.

A fast response forensic team will also be able to answer questions quickly about the 

scope of what was harmed by the ransomware.  Was it a low-risk peripheral system 

with no personal data, or was it something more sensitive, such as a large database 

of financial or medical personal data?  If personal data was involved, you need to 

know this as quickly as possible, as there is a statutory 72-hour reporting period for 

unauthorized access, loss, changes or other damage to high-risk personal data.  Thus, 

knowing the nature of the data involved is critical to shaping the response.

// 7 Tactical Matters
When an attack has been detected or suspected, it is important to limit horizontal 

movement and surveillance/scouting by attackers.  Put network and host monitoring 

tools in place that will detect unusual network traffic or system jobs, such as 

connections on unusual ports, internal encryption with unrecognized signatures, 

excessive demand for bandwidth, unusual file access and much more.

Establish stronger detection capabilities for exfiltration, privilege escalation, unusual 

log activity, RATs9 and other illicit actions.

Spread your data across carefully designed privilege segments.  If you simply 

*must* use a Data Warehouse or Data Lake, couple it with strong detection and 

logging, especially of “unusual” requests.  For example, why does an IT Engineer or 

Administrator account need to access HR files?  This type of access should generate an 

alert.

Do you have all the staff required to manage actions according to the playbook?  Do you 

have a contract with a staffing consultancy to support such an emergency response?  

Remember also that some ransomware affiliates also deploy other malware, such as 

Remote Access Tools (RATs) or other backdoors that weaken overall security.  These 

must be found and remedied.

9 Remote Access Tool
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// 8 Behavioural Factors
Supplement training for persons with privileged accounts, to strengthen their resistance 

to external influence campaigns, including persuasion, extortion, countering spear-

phishing, UCE, UBE10, etc.

Some attackers may specifically target individuals via spear phishing, in case (as 

employees with privileged access) they use home computer for login to corporate 

systems.  Installing a RAT can provide the attacker a chance to bypass corporate 

security.  Countermeasures include training not to use non-corporate devices, MFA 

at home, advanced security tools, policies to avoid dual use, etc.  Remember, even if 

you have a dedicated work PC at home, it’s highly likely to be sharing the same Wi-Fi, 

which could be used for attacks.

10 Unsolicited Bulk Emails (UBE); Unsolicited Commercial 

Emails (UCE); Business Email Compromise (BEC)  
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// 9 Legal Issues
Could your company have increased legal exposure, usually from your customers 

whose data was disclosed?  Can this risk be insured?  Do you have a legal team already 

prepared for a defence?  How much will this cost?  What other legal jeopardy may occur 

as the result of significant breach?  Have you prepared for a substantial fine from your 

Supervisory Authority for a personal data breach?

It’s important to recall that a data breach under GDPR includes the situation where data 

is made unavailable – i.e., it is a “loss”.  In the words of GDPR Article 32(2):

“In assessing the appropriate level of security account shall be taken in particular of the risks that 

are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, 

unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed.”

Thus, having your data encrypted by a malicious actor will lead to its potential loss, as 

it’s not available to the data subject when it needs to be, and is therefore a Data Breach 

if it includes Personal Data of an EU resident.  Interestingly, if you encrypt the data first 

with your own key, and that key is stored separately and is therefore not part of the 

“loss”, then in theory you do not have a data breach situation until that data is needed, 

because encrypted data is technically not breached in confidentiality terms if the key is 

not compromised.

It’s important to be prepared to quickly decide whether a breach is either reportable or 

notifiable, in order to meet the time-critical deadline of 72 hours mandated under GDPR 

and other privacy laws.  Some ransomware gangs have already calculated the expected 

fine you may incur from a data breach and will set their ransom price just below that 

threshold, gambling that it’s cheaper to pay and recover your data in secrecy rather 

than risk damaging your business reputation and potentially be hit with a large fine.  It 

may help to recall however the old adage that sometimes the cover-up is worse than 

the crime.

Consider also the situation where a supplier, customer or partner of your company or 

enterprise experiences a data loss due to ransomware.  What are the legal implications 

if the personal data under your control has been shared with others, and is then subject 

to a data breach?  This should be discussed before it happens, so a plan can be prepared 

to deal with upstream risk.

Finally, could paying a ransom put you at risk of violating AML/CFT laws? I.e. Anti 

Money-Laundering and Terrorism financing.
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// 10 Leadership
Who will take the lead in responding to a serious ransomware incident?  Is the CTO the 

right person to coordinate the response, given that less than 20% of activity is likely 

to be technical actions, and that the technical measures have already failed (otherwise 

there would be no incident?).

Can the severity of the incident be evaluated, and the response tailored according to risk 

and/or financial damage?  What is the cost of mitigation?  Is the CTO going to decide 

whether or not to pay the ransom?  Or should that decision be taken by the CFO, or the 

Board?  Has this possibility been discussed previously with the Board, in order to set 

appropriate financial limits?  Has the Board read and approved an incident response 

plan?

Who declares the Major Incident status that activates the response?  Is there a cheat-

sheet that defines what actions will be taken under different operational circumstances?  

Is your budget prepared for dealing with the consequences of a ransomware attack?

Have you included ransomware in your risk log, and do you have a risk treatment 

plan?  What would an ISO27001 auditor conclude upon reviewing your remediation and 

prevention plans?
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// 11 Summary
Being hit by a sophisticated ransomware attack can be quite upsetting, and in extreme 

cases, could cause massive losses or even force the shutdown of your business—a so 

called “extinction level event.”  

The cost of prevention is always much cheaper than the cost of recovery and mitigation, 

so it makes sense to invest in appropriate technical and organisational measures.

Having a comprehensive and thoroughly tested plan (the “playbook”) which is shaped 

exactly to the needs of your organisation can save you time and money in crafting a 

response and will ensure that the recovery team is confident and effective in rapidly 

mitigating the impact of the attack.

Chaucer has a multi-disciplinary team with extensive experience in all aspects relating to 

a malware attack, from forensics to communications, and everything between.  We offer 

selected customers the opportunity to participate in a workshop which will combine training 

across technical, organisational, comms and business continuity aspects, resulting in a highly 

customized playbook and incident management plan which can act as the organisation’s best-

practice guide to preparing for a malware attack in a way that minimizes damage. 

For more information, contact the head of Chaucer’s Cyber Security practice,  

Alex.Williamson@chaucer.com.
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